
 
 

Entrust 
Covered Entity HIPAA Business Associate Agreement 

This Business Associate Agreement (this “Agreement”), effective as of _______________ (the 
“Effective Date”), is by and between Entrust Corporation, a Delaware corporation with offices located at 1187 
Park Place, Minneapolis, MN 55379 (“Entrust” or “Business Associate”), and 
___________________________________, a ________________________ ______________________ with 
offices located at __________________________________________________________________________ 
(“Customer” or “Covered Entity”). Entrust and Customer may be referred to herein collectively as the “parties” 
or individually as a “party.”  

Background 

A. Entrust provides Customer with certain services (“Services”) pursuant to that certain 
_________________________________________ dated ____________________ (“Services Agreement”), 
and in relation to such Services, Customer acts as a “covered entity” and Entrust acts as a “business associate,” 
as those terms are defined under the Health Insurance Portability and Accountability Act of 1996 and its 
implementing regulations (including the Standards for Privacy of Individually Identifiable Information (“Privacy 
Rule”), Security Standards for the Protection of Electronic Protected Health Information (“Security Rule”), and 
Breach Notification for Unsecured Protected Health Information Final Rule (“Breach Notification Rule”)), as 
amended from time to time, including by the Health Information Technology for Economic and Clinical Health 
Act of 2009 and by the Modifications to the HIPAA Privacy, Security, Enforcement, and Breach Notification 
Rules Under the Health Information Technology for Economic and Clinical Health Act and the Genetic 
Information Nondiscrimination Act; Other Modifications to the HIPAA Rules (collectively, “HIPAA”). 

B. Entrust has and/or will have access to, create and/or receive certain Protected Health Information in 
connection with the Services, and the parties desire to enter into this Agreement to memorialize their 
obligations with respect to such Protected Health Information. 

Agreement 

In consideration of the mutual covenants, terms, and conditions set forth herein, and for other good 
and valuable consideration, the parties agree as follows: 

1. Definitions. Capitalized terms used but not otherwise defined in this Agreement shall have the 
same meanings as those terms are given in HIPAA. “Protected Health Information” and “PHI” shall have the 
same meaning as the former term is given in HIPAA, and “Electronic Protected Health Information” and “ePHI” 
shall have the same meaning as the former term is given in HIPAA, in each case limited to such information 
created or received by Business Associate in its capacity as Covered Entity’s business associate. 

2. Business Associate’s Responsibilities with Respect to Protected Health Information. 

(a) Limits on Use and Disclosure; Minimum Necessary. Business Associate agrees not to use or 
disclose PHI other than as permitted or required by this Agreement or as Required by Law. Business Associate 
shall make reasonable efforts to use, disclose and request the minimum necessary PHI to accomplish the 
intended purpose of such use, disclosure or request. 

(b) Appropriate Safeguards. Business Associate agrees to use appropriate safeguards and comply, 
where applicable, with the Security Rule with respect to ePHI, to prevent use or disclosure of PHI other than as 
provided for by this Agreement. 

(c) Incident Reporting. Business Associate agrees to report to Covered Entity any use or 
disclosure of PHI not provided for by this Agreement and any Security Incident of which Business Associate 
becomes aware. The parties acknowledge and agree that this paragraph constitutes notice by Business 
Associate to Covered Entity of the ongoing existence and occurrence of Unsuccessful Security Incidents for 
which no additional notice to Covered Entity shall be required. “Unsuccessful Security Incidents” means, 



 
 

without limitation, actual or attempted pings and other broadcast attacks on Business Associate’s firewall, port 
scans, unsuccessful log-on attempts, denial of service attacks, and any combination of the above, so long as no 
such incident results in unauthorized access, use or disclosure of PHI. 

(d) Breach Notification. Business Associate agrees to notify Covered Entity of any Breach of 
Unsecured Protected Health Information within twenty (20) business days after discovery of the Breach 
(except as provided in 45 C.F.R. § 164.412 with respect to law enforcement delay) . The notification 
required by this paragraph shall include, to the extent possible, the identification of each individual whose 
Unsecured Protected Health Information has been, or is reasonably believed by Business Associate to 
have been, accessed, acquired, used or disclosed during the Breach. Business Associate shall provide 
Covered Entity, at the time of the notification required by this paragraph or promptly thereafter as 
information becomes available, with any other available information that Covered Entity is required to 
include in notification to the individual under the Breach Notification Rule.  

(e) Subcontractors. Business Associate will enter into a written agreement with any agent or 
subcontractor that creates, receives, maintains or transmits PHI on behalf of Business Associate for 
services provided to Covered Entity, providing that the agent agrees to restrictions and conditions that 
are no less restrictive than those that apply through this Agreement to Business Associate with respect to 
such PHI. 

(f) Designated Record Sets – Access. The parties acknowledge and agree that Business 
Associate does not currently maintain PHI in a Designated Record Set for Covered Entity.  In the event 
there is a change such that Business Associate commences maintaining PHI in a Designated Record Set 
for Covered Entity, then Business Associate, at the request of Covered Entity, shall within fifteen (15) 
calendar days make access to such PHI available to Covered Entity in accordance with 45 C.F.R. § 164.524. 

(g) Designated Record Sets – Amendment. The parties acknowledge and agree that Business 
Associate does not currently maintain PHI in a Designated Record Set for Covered Entity.  In the event 
there is a change such that Business Associate commences maintaining PHI in a Designated Record Set 
for Covered Entity, then Business Associate, at the request of Covered Entity, shall within fifteen (15) 
calendar days make such PHI available to Covered Entity for amendment and incorporate an y reasonably 
requested amendment to such PHI in accordance with 45 C.F.R. § 164.526.  

(h) Accounting of Disclosures. Business Associate, at the request of Covered Entity, shall 
within thirty (30) calendar days make available to Covered Entity such information r elating to disclosures 
made by Business Associate as required for Covered Entity to make any requested accounting of 
disclosures in accordance with 45 C.F.R. § 164.528. 

(i) Carrying Out Covered Entity’s Obligations. To the extent that Business Associate is 
engaged to carry out one or more of Covered Entity’s obligations under the Privacy Rule, Business 
Associate agrees to comply with Privacy Rule requirements that apply to Covered Entity in the 
performance of such obligations. 

(j) Access to Books and Records. Business Associate shall make available to the Secretary of 
the U.S. Department of Health and Human Services Business Associate’s internal practices, records, and 
books relating to the use and disclosure of PHI for purposes of determining Covered Entity’s compliance 
with HIPAA, subject to attorney-client and other applicable legal privileges. 

3. Permitted Uses and Disclosures of PHI by Business Associate.  

(a) Performance of Services. Business Associate may use and disclose PHI for, or on behalf of, 
Covered Entity as specified in the Services Agreement or as otherwise necessary to provide Covered Entity with 
the Services, provided that any such use or disclosure would not violate HIPAA if done by Covered Entity. 



 
 

(b) De-Identification. Business Associate may use PHI to de-identify PHI in accordance with 45 
C.F.R. § 164.514, provided that any such use would not violate HIPAA if done by Covered Entity, and Business 
Associate may subsequently use and disclose such de-identified data unless prohibited by applicable law. 

(c) Management, Administration and Legal Responsibilities. Business Associate may use and 
disclose PHI for the proper management and administration of Business Associate or to carry out Business 
Associate’s legal responsibilities, provided that any disclosure pursuant to this sub-part may occur only if 
Business Associate obtains written reasonable assurances from the person to whom PHI is disclosed that (i) 
such PHI will be held confidentially and used and further disclosed only as Required by Law or for the purpose 
for which it was disclosed to such person and (ii) such person will notify Business Associate of any instances of 
which it becomes aware in which the confidentiality of the PHI has been breached. 

(d) Data Aggregation. Business Associate may use PHI to provide Data Aggregation services 
relating to the health care operations of Covered Entity as permitted by 45 C.F.R. § 164.504(e)(2)(i)(B). 

(e) Required by Law. Business Associate may use and disclose PHI as Required by Law. 

4. Covered Entity’s Responsibilities with Respect to Protected Health Information. Covered 
Entity shall promptly (and if practicable, fifteen (15) calendar days prior to the effective date) notify Business 
Associate of the following, in each case only to the extent that such matter affects or may affect Business 
Associate use or disclosure of PHI: (a) any limitations in the notice of privacy practices of Covered Entity under 
45 C.F.R. § 164.520; (b) any changes in, or revocation of, the permission by an individual to use or disclose their 
PHI; and (c) any restriction on the use or disclosure of PHI that Covered Entity has agreed to or is required to 
abide by under 45 C.F.R. §164.522. Covered Entity shall not request Business Associate to use or disclose PHI 
in any manner that would not be permissible under the Privacy Rule if done by Covered Entity (unless permitted 
by HIPAA for business associates). 

5. Term and Termination. 

(a) Term. The term of this Agreement shall start on the Effective Date and shall continue until the 
earlier of (i) termination by a party for breach as set forth below or (ii) the date on which Business Associate 
no longer continues to provide Services under the Services Agreement. 

(b) Termination for Breach. Either party may terminate this Agreement immediately upon written 
notice if the other party has violated a material term of this Agreement. 

(c) Return, Destruction or Retention of PHI upon Termination. Upon expiration or termination of 
this Agreement, Business Associate shall return or destroy all PHI in its possession, if Business Associate 
determines in its sole discretion that it is feasible to do so. If it is not feasible to return or destroy any PHI, then 
Business Associate shall extend the protections of this Agreement to such PHI and limit any further use or 
disclosure of the PHI to those purposes that make the return or destruction infeasible for the duration of the 
retention of the PHI. 

6. Miscellaneous. 

(a) Interpretation; Amendment; Waiver. Any ambiguity in this Agreement shall be interpreted to 
permit compliance with HIPAA. References in this Agreement to a particular law means the law as in effect or 
as amended. The parties agree to take such action, including negotiation of an amendment in good faith, as is 
necessary, to amend this Agreement from time to time as is necessary for compliance with HIPAA and other 
applicable law. Any amendment to this Agreement is not effective unless mutually agreed to in writing by both 
parties. The invalidity, illegality, or unenforceability of any provision herein does not affect any other provision 
herein or the validity, legality, or enforceability of such provision in any other jurisdiction. Any failure to act by 
a party with respect to a breach of this Agreement by the other party does not constitute a waiver and will not 
limit such non-breaching party’s rights with respect to such breach or any subsequent breaches.  



 
 

(b) Governing Law and Jurisdiction. This Agreement is governed by and construed in accordance 
with the laws of the State of Minnesota without regard to conflicts of laws provisions, and the parties expressly 
submit to the non-exclusive jurisdiction of and venue in the United States District Court for the District of 
Minnesota or the District Courts of Hennepin County, Minnesota. 

(c) Relationship of the Parties. The relationship of the parties is that of independent contractors, 
and nothing contained in this Agreement shall be construed to constitute the parties as partners, joint 
venturers, co-owners or otherwise as participants in a joint or common undertaking. Neither party is an agent 
of the other nor has the authority to make binding obligations for or on behalf of the other party. The 
employees and other representatives of each party may not be deemed to be or treated as employees or 
representatives of the other party. 

(d) Entire Agreement. This Agreement constitutes the entire agreement and understanding 
between the parties hereto with respect to the subject matter hereof and supersedes all prior and 
contemporaneous understandings, agreements, representations, and warranties, both written and oral, with 
respect to such subject matter. 

(e) Notices. Any notice required or permitted under this Agreement shall be sent in accordance 
with the terms of the Services Agreement concerning notices.  

The parties have executed this Agreement by their authorized representatives below. This Agreement is in 
effect as of the Effective Date even if the signatures below are made after that date.  

 

Entrust Corporation  _______________________________________ 

By:  By:  

Title: Chief Legal & Compliance Officer Title: _______________________________ 

Name: Lisa J. Tibbits Name: 

 

_______________________________ 

Date:  Date:  

 


	Date: 
	Customer Name #1: 
	State of Organization: 
	Entity Type: 
	Address: 
	Name of Services Agreement: 
	Date of Service Agreement: 
	Date #2: 
	Name of Customer: 
	Signature_es_:signature: 
	Title of Signer: 
	Name of Signer: 
	Date #3: 


