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Login Pl
Some technology solutions are mot used for a purpose that requires processing mass amounts of
personal data but they are cloud-hosted vendor solutions that require a user's name, emall,

username, or password to access the tool. These technology solutions are typically software as a
service (SaaS) solutions.

Publicly Available Pll

Publicly available Pll is personal data that is accessible to anyone in the general public without the
need for special qualifications, permissions, or privileges. These categories of Pll can include name,
business mailing address, business email, business phone number, and title/business function.

Non-publicly Available Pl

There are many categories of personal data including but not limited to name, personal mailing
address, personal email, personal phone number, date of birth, marital status, employment history,
education history, employee ID, salary/wage information, beneficiaries, work schedule, leave
history, IP address, and geo-location data. If any of this information is passed to a vendor or a

vendor has the ability to access this data, the vendor is processing Entrust's non-publicly
available personal data.

Sensitive Pl

There are certain types of data that are more sensitive but do not qualify under the GDPR's definition
of special category data. This data can still require special protections under other data privacy laws.
This PIl can include criminal records, financial data, tax information, bank account information, credit
card information, and national ID numbers/social security numbers.

Special Category Pl

Special category Pll is personal data that requires extra protection under the GDPR and includes
genatic data, biometric data, fingerprints, medical history, philosophical beliefs, political opinions,
photo, race/ethnicity, religious beliefs, sexual orientation, and union membership.
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https://entrustdatacardcorp.sharepoint.com/sites/Compliance/Public%20Documents/Forms/AllItems.aspx?id=%2Fsites%2FCompliance%2FPublic%20Documents%2FData%20Privacy%2FData%20Subject%20Access%20Request%20Procedure%2Epdf&parent=%2Fsites%2FCompliance%2FPublic%20Documents%2FData%20Privacy&p=true&ga=1
https://entrustdatacardcorp.sharepoint.com/sites/Compliance/Public%20Documents/Forms/AllItems.aspx?id=%2Fsites%2FCompliance%2FPublic%20Documents%2FData%20Privacy%2FData%20Subject%20Access%20Request%20Procedure%2Epdf&parent=%2Fsites%2FCompliance%2FPublic%20Documents%2FData%20Privacy&p=true&ga=1
https://go.entrust.com/manage-db?_ga=2.102576711.793966578.1603810852-568122584.1603810852
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